VS I LICS

OcHoBbI
kubepbe3onacHOCTH

14 coBeTOB, KOTOPbLIE MOMOTYT BaM 3aLLUNTUTL CBOM AaHHbIE
1 YCTPOWCTBA B VIHTEpHETE



02

OcHoBbI KnbepbesonacHoCTH

be3onacHoe

[TOLAKJTHOYHEHNE

N36eraunte
ny6anunbix Wi-Fi

cnonb3yite ToNbKO
HaJeXHble MHTEPHET-
COeMHEHMS, YTODbI
3aLMTUTb CBOM JaHHblE

byabte
OCTOPO>KHbI
C 3arpyskamu

CkaumBamTe KOHTEHT
TOJIbKO M3 MPOBEPEHHbIX
MCTOYHMKOB

[MpoBepante
CCbIJIKM

He nepexoaute no
NOAO3PUTENIbHBIM CCbIIKaM,
KOTOPble MOryT COAePXaTb
BPEAOHOCHbLIE MPOrpamMmel



[]3 OcHoBbl knbepbesonacHocTn

HaAEeXHbIE
1apOM

,ﬂ,ﬂI/IHHbIe YHUKanbHbIE AN

N CN10>KHbIl€e Ka>KAO0ro akkayHTa
Wcnonb3ywte naposvt 4JMHOWM He ncnonb3yite oamMHakoBble
He MeHee 16 CMMBOIOB C BykBamy, Napovt ANA PasHbIX YYETHbIX
Lmdpamm 1 CneLcMmMBOIaMm 3anmcen

PerynapHo meHaute
O6HOBAANTE MAPO/IN HE pexe pa3a B 3 MecAla



MHOoropaktopHaa ayTeHTnouKkaumA
— MHO20YpPOBHEBAA 3aUiUMA
BalLlero akkayHTa

Maponb OaHopa3oBbIN KO, bnometpusa
[lepBbIn dakTop Bropoun daktop TpeTut dakTop
ayTeHTUDMKaLMM ayTeHTUDMKALMM ayTeHTUdMKaLMm

[ *xx | @




05 OCHOBBI K1 6epbe3onacHoCTH

ObHOBEHMA U

DE3EPBHOE KOMUPOBAHNE — —

O6HOoBNIEHNA

1 PerynapHo obHosnsarte OC 1 npuaoxeHns

Pe3epBHOe KONupoBaHue

2 PerynapHo co3zaBaite pe3epBHble KoMK BaXHbIX AaHHbIX

YnaneHwne HENCNoJib3yeMbIX aKKayHTOB
3 36aBnanTech OT CTapblX, HEAKTUBHbIX YYETHbIX 3anncen




06 OcHoBbl kKnbepbezonacHocTn

HaAEXHOCTb
CamToB

YI(
JI\
YIf
JI\

Mpu3Haku [Mpu3Haku [MpoBepanTte
Hade>XHOCTU HEeHade>XHOCTU NMOJINTUKN

HTTPS, otcyTctBme owmnbok, [Noao3puTE/IbHBIE CChIIKY, O3HakoMbTECh C MOAUTHMKAMM
KOPPEKTHOE OTODPaxKeHMe, HETUMMYHbIE MAATEXHbIE KOHOUAEHLNANBHOCTU Nepes
OpraHnyHble 06bABAEHMA METOAb!, pe3kne NCMOb30BaHMEM CanTa

M3MEHEHUS AM3arHa



07 OCHOBBI K1 6epbe3onacHoCTH

3allyTa MOBOUAbHBIX

yCT

DOWCTB

O6HOoBNIEHNA

PerynapHo obHosnsarte OC 1 npuaoxeHns

Pe3epBHOe KONupoBaHue

PerynapHo co3zaBaite pe3epBHble KoMK BaXHbIX AaHHbIX

YaaneHve HeMcnoJib3yembiX akkayHTOB

36aBnqaiTeCh OT CTapblX, HEAKTUBHbIX YYETHbIX 3aMncel




[]8 OCHOBBI K1 6epbe3onacHoCTH

3allyTa MOBOUAbHBIX
VCTPOWCTB

4 s *7 MNapoan n buometpuns

Mcnonb3yite HagexXHble CPeACTBa ayTEHTUDMKALMM

- O6HoBNEHUs

PerynspHo obHosasiTe OC 1 NPUAOKEHNS

be KonMpoBaHue

OBHbIE KOMNKM Ba>XHbIX AaHHbIX




09 OcHoBbI knbepbesonacHoOCTH

OCTOPOXHOCTb C NybMKaUMAMM

s

cdh

REPUTATION
[My6bankyure Ncnonb3ynte [MpoBepante
C OCTOPO>KHOCTbHO Bpe€MEHHbIE ajpeca I/IHCI)OpMaLI,I/II-O
[MpoBepsaiiTe Co3zante AONOAHUTEIbHBIN [NepenpoBepsnTe
MHGOPMaLMIO aZpec AnA perncrTpaumi COMHUTE/IbHbIE CBEAEHMA

13 VIHTepHeTa



AHTVBMPYCHAA
3aLLUNTA

baoknpoBka BUpycoB : 3almTa oT BpeAOHOCHbIX MPOrpaMmm

[MpepoTBpaLLeHne yTeuek gaHHbIX : O6HoBAeHMe 6a3bl CUrHaTyp



e @DilVirus
software.

KJIFOUEeB

byabte
6aUTENbHDI

Cobntogarite npasmna
6e30nacHOCTM Npu

MCMONb30BaHUK VIHTepHeTa.

LIBOAb

3awmanTe
YCTPOMUCTBA

cnonb3ynte HagexHble

CPe/LCTBa ayTeHTUDMKALLMM
W perynsapHo obHosnsnte MO

XpaHuTe gaHHble
B 6e3onacHoOCTH

PerynapHo co3zaBainte
PE3epPBHbIE KOMUM BaXHOM
HOpPMaLLmK



